


Tremorfa Nursery School
E-Safety Policy

Introduction

The purpose of this policy is to ensure the safety and protection of all staff, parents, students, governors and children.  It is important that all of these groups understand and agree the school's approach to e-safety. The policy relates to other policies including ICT curriculum (contained within Knowledge and Understanding of the World/Key Skills), Internet Access, Bullying, Child Protection and Health and Safety.

Writing and reviewing the e-Safety policy
The school has a designated ICT and e-safety co-ordinator. The e-safety co-ordinator for our school is Annamaria Bevan. The e-Safety policy has been agreed by the staff and approved by the governors. It will be reviewed on an annual basis. 


Teaching and Learning

The importance of internet and digital communications
The purpose of Internet access in school is to:
· raise educational standards
· to support the professional work of staff 
· to enhance the school’s management information and business administration systems.

Access to the Internet is a necessary tool for staff and students.  
It helps to prepare students for their on-going school experience and personal development needs.

Internet use enhances learning
Internet access is provided by Cardiff Council and designed for pupils. This includes filtering appropriate to the content and age of pupils. 
Internet access is planned to enrich and extend learning activities.  
Access levels are reviewed to reflect the curriculum requirement.
Staff select sites which support the learning outcomes planned for pupils’ age and maturity.   


Managing Internet Access and use of Communications Technology

Information System Security 
School ICT system security is reviewed regularly by Schools IT Services.
Virus protection is updated regularly by Schools IT Services
Security strategies are discussed with the Local Authority.

Pupils Internet Access
Pupils are permitted to access the Internet on school computers with adult support.
Staff will select sites which will support the learning outcomes planned for pupils’ age and maturity.
Approved sites will be bookmarked and added to “My Favourites” for future access
A copy of our Internet Access Policy will be displayed by computers for reference for staff/students/supply.
Pupils will be encouraged to tell a teacher immediately if they encounter anything in nursery that makes them feel uncomfortable.

Published content and the school web site (www.tremorfanursery.co.uk) 
Our Website is used as a communication tool between the School, parents and families and prospective parents.
Our Website aims to promote the school and it’s place in the community
The Headteacher may delegate editorial responsibility to a member of staff to ensure that content is accurate and quality of presentation is maintained
Information published on Our Website is done so by staff, who have access to the administrator/Webmaster account.
It is possible to activate Comment Boards on the website.  Parents may apply for a username and password in order to write a comment.  This can only be authorised by administrator/Webmaster.
Only persons known to the school may be granted a username and password.  Administrator/Webmaster will monitor Comments and has the authority to close accounts if they are not being used appropriately.
No parent is to be given administrator privileges with regard to Our Website.
The website complies with the school's guidelines for publications.
The contact details on the website are for school admin only. 

Publishing images and videos
Photographs must not identify individual pupils by name. 
Parental permission is required in order for children’s photos to be published on Our Website, our Twitter site and through our SCHOOP application.
Personal consent is required in order for names or photos of staff, parents, students or visitors to be published on Our Website

Social networking and personal publishing
Pupils will not be allowed to access public chat rooms.
It is school policy that staff do not communicate with parents/pupils through their personal social networking sites.
Staff may use the school Twitter account to communicate with parents with regards to school information. 
Staff should be logged on as Tremorfa Nursery School and not as their own personal name. Staff will not be identified when posting information on school social media sites.
Staff are asked to monitor their personal publishing, bearing in mind their professional conduct.
Staff must understand the need for professional integrity and sensitivity when communicating with one another through social networking sites 

Managing filtering
The school works in partnership with parents, the LEA, The National Assembly for Wales, Schoolmaster and the Internet Service Provider to ensure systems to protect pupils are reviewed and improved.
If staff or pupils discover unsuitable sites, the URL (address) and content must be reported to the Internet Service Provider via the ICT co-ordinator.

Managing video conferencing and webcam use
We currently do not have access to these at Tremorfa Nursery School.

Mobile phones (see also ‘Safe Use of Images Policy’)
Mobile phones are not used during teaching time. 
Mobile phones are not kept on your person during teaching time.  They must be kept in bags/cupboards/office.
Cameras in mobile phones are not used by staff, pupils or parents on school premises.
Only school cameras and school ipads are used by both staff and children for educational purposes.
Students/Visitors are permitted to use cameras to take photos of the building, equipment and displays, having obtained verbal permission from the Headteacher.  Visitors are asked not to have any close up photos of children or any photo of a child’s face. Only children for whom consent has been gained may appear in any photo.

Protecting personal data
Personal data will be recorded, processed, transferred and made available according to the Data Protection Act 1998.
Staff must not keep confidential information on removable devices such as USB devices unless suitably security protected. Only encrypted USB devices issued by the school may be used for school work (including reports, assessments, images).

Staff Internet Use
The policy is aimed at protecting staff from potential safety risks when using ICT within the context of the School.  It is intended to promote the safe and responsible use of the Internet and ICT for enriching positive educational purposes or aiding professional development and communication.
E-mails for teachers in Cardiff can be supplied via Cardiff Schools Office 365
The school reserves the right to scrutinise the content of all email sent or received using the school’s registered domain name suffix and all electronic data stored on its system
The use of computer systems without permission or for purposes not agreed by the school could constitute a criminal offence under the Computer Misuse Act 1990


Policy Decisions

Authorising Internet access
All staff including teachers, classroom assistants and support staff, will be provided with the Staff Code of Conduct for ICT, and its importance explained 
Any person not directly employed by the school (e.g. students) will be asked to read and sign the “acceptable use of school ICT resources” before being allowed to access the internet from the school site.  
The volunteer/student induction process will include a review of and discussion around E-Safety Policy and Code of Conduct

Assessing risks
The school takes all reasonable precautions to prevent access to inappropriate material. However, due to the international scale and linked nature of Internet content, it is not possible to guarantee that unsuitable material will never appear on a computer connected to the school network. Neither the school, nor Cardiff Council can accept liability for any material accessed, or any consequences of Internet access. The school’s e-safety policy and its implementation will be monitored and reviewed on a regular basis.

Handling e-safety complaints
Complaints of internet misuse must be referred to the Headteacher.
Any complaint about staff misuse must be referred to the Headteacher.
Complaints of a child protection nature must be dealt with in accordance with the school’s Child Protection Policy.



Communications Policy

Staff and the e-safety policy
All staff are trained regularly and receive a copy of the E-Safety Policy.
Staff are informed that network and Internet traffic can be traced to an individual user.
Staff will always use a child friendly safe search engine when accessing the web with pupils.

Enlisting parents' and carers' support
Parents’ and carers’ attention is drawn to the school’s E-Safety Policy in newsletters, the school brochure and on the school website.
The school has links on its website to e-safety resources.



Initially implemented: June 2018
Review Annually
[bookmark: _heading=h.gjdgxs]Last review  September 2025


Signed: _______S.Jones_______________ (HT)    Date____10.09.25___________
Signed: _______H.Chivers________(Chair) Date_______________



Appendices:

Appendix 1: Staff Code of Conduct for ICT

Tremorfa Nursery School Staff Code of Conduct for ICT

Introduction 
The policy is aimed at protecting staff from potential safety risks when using ICT/DCF within the context of the School.  It is intended to promote the safe and responsible use  of the Internet and ICT for enriching positive educational purposes or aiding professional development and communication.

Published content and the school web site (www.tremorfanursery.co.uk) 
Our Website is used as a communication tool between the School, parents and families and prospective parents.
Our Website aims to promote the school and it’s place in the community
The Headteacher will delegate editorial responsibility to a member of staff to ensure that content is accurate and quality of presentation is maintained
Information published on Our Website is done so by staff, who have access to the account.
Administrator/Webmaster has the authority to close accounts if they are not being used appropriately.
The website complies with the school's guidelines for publications.

Publishing images and videos
Photographs on Our Website must not identify individual pupils by name. 
Parental permission is required in order for children’s photos to be published on Our Website.
Personal consent is required in order for names or photos of staff, parents, students or visitors to be published on Our Website
The school maintains a list of pupils for whom consent is not given. All staff using the website must refer to this list before uploading any photos.

Social networking and personal publishing
It is school policy that staff do not communicate with parents/pupils through social networking sites.
Staff are asked to monitor their personal publishing, bearing in mind their professional conduct.
Staff must understand the need for professional integrity and sensitivity when communicating with one another through social networking sites 

Managing filtering
The school works in partnership with parents, the LEA, The National Assembly for Wales, Schoolmaster and the Internet Service Provider to ensure systems to protect pupils are reviewed and improved.
If staff or pupils discover unsuitable sites, the URL (address) and content must be reported to the Internet Service Provider via the ICT co-ordinator.

Mobile phones
Mobile phones are not used during teaching time. 
Mobile phones are not kept on your person during teaching time.  They must be kept in bags/cupboards/office.
Cameras in mobile phones are not used by staff, pupils or parents on school premises.
Only school cameras are used by both staff and children for educational purposes.
Students/Visitors are permitted to use cameras to take photos of the building, equipment and displays, having obtained verbal permission from the headteacher.  

Digital Cameras and Photographs
Only school cameras and school ipads/ipods are used by both staff and children for educational purposes.
Photos may be downloaded and saved onto school computers.
Staff may not use their own cameras in school or store any school photos on their personal computer at home. Staff working on photos at home may do so by using a school encrypted memory device and saving work only to this.

Mass Storage devices / Memory Sticks
Staff may only use school issued coded memory sticks. The school keeps a log of these devices.

Protecting personal data
Personal data will be recorded, processed, transferred and made available according to the Data Protection Act 2018.

Staff Internet Use
The policy is aimed at protecting staff from potential safety risks, it is not intended to restrict the use of the Internet for enriching positive educational purposes or aiding professional communication
The use of computer systems without permission or for purposes not agreed by the school could constitute a criminal offence under the Computer Misuse Act 1990;

E-mail
E-mails for teachers in Cardiff can be supplied via Cardiff microsoft office 365 system
The school reserves the right to scrutinise the content of all email sent or received using the school’s registered domain name suffix and all electronic data stored on its system
It is recommended that, for your own safety, you use your Cardiff Schools e-mail address for all professional/school related correspondence





 Staff Code of Conduct for ICT 
To ensure that members of staff are fully aware of their professional responsibilities when using information systems and when communicating with pupils, they are asked to sign this code of conduct. Members of staff should consult the school’s e-safety policy for further information and clarification. 
 I understand that it is a criminal offence to use a school ICT system for a purpose not permitted by its owner. 
 I appreciate that ICT includes a wide range of systems, including mobile phones, PDAs, digital cameras, email, social networking and that ICT use may also include personal ICT devices when used for school business. 
 I understand that school information systems may not be used for private purposes without specific permission from the Headteacher. 
 I understand that my use of school information systems, Internet and email may be monitored and recorded to ensure policy compliance. 
 I will respect system security and I will not disclose any password or security information to anyone other than an authorised system manager. 
 I will not install any software or hardware without permission. 
 I will ensure that personal data is stored securely and is used appropriately, whether in school, taken off the school premises or accessed remotely. I will only use a school issued encrypted memory device.
 I will respect copyright and intellectual property rights. 
 I will report any incidents of concern regarding children’s safety to the e-Safety Coordinator, the Designated Child Protection Coordinator or Headteacher. 
 I will ensure that electronic communications with pupils including email, IM and social networking are compatible with my professional role and that messages cannot be misunderstood or misinterpreted. 
 I will promote e-safety with students in my care and will help them to develop a responsible attitude to system use, communications and publishing. 

The school may exercise its right to monitor the use of the school’s information systems and Internet access, to intercept e-mail and to delete inappropriate materials where it believes unauthorised use of the school’s information system may be taking place, or the system may be being used for criminal purposes or for storing unauthorised or unlawful text, imagery or sound. 

I have read, understood and accept the Staff Code of Conduct for ICT. 
Signed: ……………………………… Date: ……… 
Accepted for school: …………………Date: ______


image1.png




image3.png




